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METHODOLOGY
This report provides insights on the following key questions:
1. What is Data Privacy?
To answer this question our research focused on collaborating with Cyber Security subject
matter experts on understanding the definition of data privacy, its importance, and its impact
on regulatory and private sector stakeholders. Our research was not limited to understanding
at a high level but deep dived into technical aspects of data breaches, organisational structures,
global frameworks with a focus on the insurance sector.

2. How Data Privacy Impacts the ASEAN?
To answer this our team relied on interviews with private and public sector partners.
Additionally, we assessed international Cyber Security and Data Privacy studies by leading
firms to evaluate current risks and opportunities in the region while focusing on Vietnam,
Indonesia, and the Philippines.

3. What is the Status of Data Privacy Practices in the Private Sector?
To answer this our we interviewed Data Security Professionals within the Insurance sector the
3 countries. We conducted 45-60-minute online interviews with executives and asked them a
set of 10-15 questions aimed at understanding data collection policies, business practices and
policy awareness in their organisations.

4. What are the current policies and regulations on Data Privacy?
To answer this our team used a 2-pronged approach. The first, relied on interviews with private
sector actors in Vietnam, Philippines, and Indonesia to understand which policies impacted
them the most. Interviewees included executives from both the banking and the insurance
sector. The second, approach used Government reports to assess the existing policies on data
privacy in all 3 countries. Insights from interviews and desk research were then used to create
a comparison matrix and provide recommendations for both regulators and private sector
players.

5. What would be the proposed next steps?
To answer this our team analysed the insights from interviews, discussions with subject matter
experts and research reports to propose next steps for organisations and regulators in the 3
countries. Considering the different maturity level of national policies in Vietnam, Indonesia
and the Philippines, our team promotes leveraging the National Institute of Standards and
Technology (NIST) framework to improve privacy practices while reducing data privacy risks
would be an ideal next step.
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WHAT IS PRIVACY?
Privacy, specifically information privacy, is the right to have control over how your personal
information is collected and used.

WHAT IS PRIVATE INFORMATION?
Private information can be any item of personal information that an individual wishes to keep
hidden from others. For information to be considered private it must relate to an individual
person. Hence any piece of information about a person such as Social Security numbers, mailing
or email address, and phone numbers (CSO, 2019) have most commonly been considered as
Personally Identifiable Information (PII), can be considered to be potentially private.
PII could be used on its own or in conjunction with other information to help identify an
individual. PII may contain:
● Direct identifiers such as government issued IDs that can uniquely identify a person (e.g.
social security number, passport information), or
● Quasi-identifiers (e.g. race, religion) that can be combined with other quasi-identifiers
(e.g., name, date of birth) to successfully recognize an individual.

WHAT IS A PRIVACY BREACH?
The loss of control, compromise, unauthorized disclosure, unauthorized acquisition, or any
similar occurrence where an unauthorized person accesses the private data of another person.

THE IMPORTANCE OF INFORMATION PRIVACY
Everyone expects a certain level of privacy in their lives and it is the main reason why our homes
have doors, windows have blinds or curtains, and laptop cameras have covers. At a personal level,
the loss of privacy could result in the loss of trust, reputation, and freedom of speech which in turn
affects one’s health and finances.
For these reasons, governments around the world are trying to protect their citizens’ privacy and
organizations that don’t provide the appropriate level of privacy to their customers risk
government intervention (e.g. operational closure or suspension), class action lawsuits, financial
losses (e.g. fines), reputational damage and loss of customer loyalty.
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ORGANIZATIONAL IMPACTS
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FINANCIAL IMPLICATION
Depending on the nature of privacy legislations in
the country, a privacy breach can have severe
financial implications to an organization. These
could range from tangible financial losses from
regulatory

fines,

legal

fees,

and

customer

compensation, to intangible costs such as loss of
future business opportunities, additional costs
associated with staffing and resourcing as a result
of regulatory scrutiny.
While there are several real-world examples of
these implications, following is a fairly recent case
study:

CASE STUDY
In May 2019, it was discovered that the website of
First American Financial Corp, a large US-based
home insurance provider had been breached
leading to the theft of around 885 million customer
records which included their personal and financial
information.
The reason the attackers were able to compromise
the website was due to a combination of outdated
technology usage and poor cybersecurity practices
such as weak cryptography encryption.
This case is still under instigation and although
there are currently no federal privacy regulations,
this organization is facing a class action lawsuit
seeking over five million USD.
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OPERATIONAL
Privacy practices and breaches also have the tendency to
hinder business operations. In the case study above, the
insurance provider was forced to shut down their
website until the security issues were fixed leading them
to lose out on a few days of business. However, while we
often hear about how day-to-day operations are
impacted due to such incidents, there could also be
broader impacts to an organization’s strategic business
objectives. The following case study highlights how
improper privacy practices impacted an organization’s
expansion plans.

CASE STUDY
A US-based organization proposed a merger with a
German organization. A key issue with the merger
process concerned the privacy of employee data which
was to be processed in the US. Data protection laws in
Germany are quite stringent and often exceed the
requirements of the EU Data Protection Directive. The
merger was delayed by nine months while the data
protection issues were resolved.
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REPUTATIONAL
IMPLICATION
Apart from the financial and operational impacts,
it is also important to consider the reputational
impacts a privacy breach can have on an
organization. An organization’s reputation plays an
important role in helping it achieve its future
objectives. The following study highlights how
improper practices, although unintentional, can
impact on a customer’s perception of the
organization.

CASE STUDY
In

June

2001

an

employee

of

a

major

pharmaceutical company, accidentally sent an
email to 669 people with all of their email
addresses included in the ‘to:’ line. The message
announced the discontinuation of the company’s
Medi-messenger service, which allowed people
taking the antidepressant medication Prozac to
create automated email reminders. By implication,
every recipient on the list was an anti-depressant
user. The Federal Trade Commission (FTC) was
asked to investigate the breach of the recipients’
privacy.
The FTC alleged that the organization failed to
implement safeguards to prevent these types of
privacy and security breaches. The agency also said
the company did not provide adequate employee
training

to

prevent

these

situations

from

happening.
The company escaped a fine because the incident
was unintentional and clearly not a case of fraud.
However, it resulted in considerable bad publicity
and ill feeling from customers.
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CONSUMER IMPACTS
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Personal Security Issues
There are many individuals that heavily rely on privacy
to perform their day-to-day functions. This includes
journalists, investigators, government agents and
whistleblowers.

Data

consolidation

from

various

sources coupled with upcoming technology such as
facial recognition will prevent them from performing
their duties to their full extent and may also pose a
danger to their lives.

Financial and Credit Loss
Stolen data is usually used to perform fraudulent
financial

transactions

(e.g.

wire

transfers,

loan

applications, etc.). The financial losses bring a lot of
stress to the victims in the short term and while most
financial institutions compensate customers for these
financial losses, the lost credit from these transactions
takes years to build back.

Reputational and Social Issues
If sensitive personal data gets released to the public,
there are chances that the data could damage the
individual’s reputation and / or lead to discrimination.
This could hamper them from acquiring insurance,
gaining employment, or getting a loan.
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As of January 2020, the number of internet users in
Indonesia rose to 192 million (73% of Population),
followed by the Philippines at 72 million (72% of
the population, and Vietnam at 68 million (65% of
population). The regions internet economy has
reached $100 billion and is poised to triple by 2025-

50

increase of internet usage
due to COVID19.

- Unisys Security Index Report
COVID19

with the insurance sector ripe for digital transformation. Growing investments in Insurtech, a
high underbanked population and the ongoing pandemic are accelerating digital
transformation of the region’s financial organisations. Several banks have reported a surge in
online activity due to mandated lockdowns. Bank of the Philippines Islands (BPI) reported
that digital transactions rose from 72% to 90%. Bank Rayat Indonesia report an 88% YoY
growth in internet banking activity during the first quarter of 2020. Online payments in
Vietnam grew by 76% and transaction value increased by 125% during the same quarter.

As digital transactions rise cyber and data privacy related crimes are becoming a greater risk
in the region. In the past 3 years alone, several financial firms include insurance companies
have suffered large scale breaches.

CASE STUDY: AXA Insurance, Singapore
In September 2017, over 5400 AXA customers were affected by a data
breach. This breach impacted the company’s online health portal. The
breach exposed customer email IDs, date of birth, and mobile numbers,
which are widely used for one-time password (OTP) transactions.
Although no personal information such as credit card number was
impacted, the data that was compromised could be used to launch
phishing emails and text messages to customers. Attackers might
attempt to trick customers into installing malware to gain access into
customers personal computers and mobile devices.
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According to a 2016 report by the BBC, Asia was 80% more likely to be targeted by hackers
than other parts of the world. While the total number of cases made public is small, several
high-profile hacks in Bangladesh, Philippines, Singapore, Thailand and Hong Kong have
surfaced alarming vulnerabilities in data security systems in both the government and the
private sector. These vulnerabilities can be attributed to the rapid speed of digital
transformation and the expanding weaknesses from increasing IoT connectivity.

CASE STUDY: Government Websites, Philippines
In 2016, 68 Philippines government websites faced multiple forms of attacks
ranging from hacking, slowdowns, defacement, and denial of service. These
websites included the Department of National Defense, Department of Foreign
Affairs and Department of Health. Reports also indicate an unsuccessful
hacking attempt into the website of Bangko Sentral ng Pilipinas (Central Bank).
The same year a group of hackers known as LulzSec Plipinas breached the
servers of the Commission on Elections (Comelec) and claimed to have
dumped and published data of millions of Filipino voters
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DATA BREACHES IN ASEAN

$2.71M
average
organizational cost
of a data breach in

22,500

287 days

average number of
records breached
per attack

Is the time taken to
identify and contain
an attack

Figure 1

Source: IBM Security 2020

Cost of a data breach can have long-tail impacts for years after the incident. Loss of customer
trust can lead to severe financial repercussions for businesses. IBM’s security report states that
globally the “average cost of lost business for organizations in the 2019 study was $1.42
million”, which represents 36 percent of the total average cost of $3.92 million. Malicious cyberattacks were the most common and the most expensive form of data breaches accounting for
51% of all breaches, followed by human error and system glitches accounting for 49% of all
breaches.

TOP CAUSES OF DATA BREACH

Figure 2

Source: Allianz Risk Barometer
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To strengthen regional personal data protection ASEAN leaders in 2017 launched the ASEAN
Framework on Personal Data Protection. This Framework “serves to strengthen the protection
of personal data in ASEAN and to facilitate cooperation among the Participants, with a view to
contribute to the promotion and growth of regional and global trade and the flow of
information”. The framework incorporates several models including the Organization for
Economic Cooperation and Development (OECD) Privacy Framework, the General Data
Protection Regime (GDPR) and the Asia-Pacific Economic Cooperation (APEC) Cross-Border
Privacy Rules (CBPR). While comprehensive, the GDPR is currently not adapted for ASEAN
nations where micro, small and medium organizations make up 97% of the market. High
implementation costs tied with complex requirements are prohibitive to large scale adoption.
ASEAN Framework on Personal Data Protection ensures compatibility the “ASEAN way”.
However, every member nation needs to establish localized policies, regulations and practices
to unlock $1 trillion from the digital economy.

DATA AND PRIVACY LAWS GOVERNING
VIETNAM, INDONESIA, AND THE PHILIPPINES

VIETNAM

INDONESIA

PHILIPPINES

Figure 3

The most comprehensive legal framework on data
protection is the Law on Cyber Information Security (Law
No. 86/2015/QH13) (the "LCIS").

The Ministry of Information and Communication
Regulation No.20/2016 details more comprehensive
regulation on Personal Data Protection. Law No. 11 of 2008
regarding Information and Electronic Transaction and
Government Regulation No. 82 of 2012 regarding the
Provision of Systems and Electronic Transactions (“PP
82/2012”) has also been enhanced.

The Data Privacy Act was passed in 2012, “to protect the
fundamental human right of privacy, of communication
while ensuring free flow of information to promote
innovation and growth.” (Republic Act. No. 10173). Final
implementation rules and regulations came into force in
September 2016.
Source: Delloite
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PHILIPPINES
A 2019 digital report by Hootsuite, social media management firm, revealed the
heaviest internet users were Filipinos who were spending an average of 10 hours and
2 minutes a day online! Additionally, the Philippines stood first when it came to daily
time spent on the internet on computers. Indonesia stood at 15 and Vietnam at 26. At
the same time, 89% of Filipinos were concerned about hacking and viruses, 84% are
seriously concerned about credit card or personal data being stolen as an attack on
the public Wi-Fi and 36% reported suffering a data breach in 2019 (Unisys Report).

MOST COMMON TYPES OF ATTACKS IN THE PHILIPPINES
36% of Filipinos report suffering a data breach in 2019, with the most common types of attacks

Figure 4

16%

13%

12%

EMAIL
HACKING

SOCIAL
ENGINEERING
SCAMS

SOCIAL
MEDIA
PROFILES
HACKED

Users tricked them
into providing
information to
malicious partners

While 67% of Filipinos support government services requiring proof-of-identity for commercial
activities like bank accounts, only 31% supported banks sharing of sensitive financial data with
other providers, partners or third parties. This clearly highlights the need for progressive policy
developing in the Philippines. While still in its early stages of implementation the Philippines
Data Privacy Act has achieved major milestones compared to its ASEAN neighbours.

Philippines Data Privacy Act
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The Philippines adopted its first data privacy law. Republic Act No 10173 (RA 10173) in 2012.
In addition to enacting the Data Privacy Act (DPA) the law also established the National Privacy
Commission to act as an enforcer and a regulator. However, it was only in 2016 did the final
implementation guidelines come into force. This was the same year the ASEAN Framework on
Personal Data was adopted aimed at strengthening regional and national data protection
guidelines in the region. Compared to neighbouring countries, the Philippines has one of the
stronger privacy mandates in the Asia-Pacific region. DPA was a crucial step to address the
high digital ramp up the country has experienced in the past 4 years.
Fast-forward to 2017, the National Privacy Commission (NPC) issued a circular clarifying
implementation guidelines and regulations to the DPA. This included both Personal
Information Controllers (PIC) and Personal Information Processors (PIP). The circular clearly
identifies Non-banking Financial Institutions, Insurance Providers (life and non-life), and
Insurance Brokers as entities likely to pose a risk to the rights and freedoms of data subjects.
The circular included 2 implementation phases for registration with the NPC: DPA was a crucial
step due to the high digital ramp up and security breaches the country has experienced in the
past 4 years.

DPA TIMELINE
2012: Republic Act No 10173 (RA 10173) launched.
2016: Final implementation rules and regulations came into force.
2017: NPC implementation circular issued.


Phase 1 (Completed September 9th, 2017): Submission of prescribed application
form through its Data Protection Officer (DPO).



Phase 2 (Completed March 8th, 2018): DPO shall provide all relevant information
on data processing systems through the NPC online registration system. This
would include:
1. All existing policies relating to data governance, data privacy and
information security.
2. Data processing certifications attained by attained by personnel
3. Description of the data processing systems, including name of the
system, purposes or purposes of processing.
4. Categories of recipients to whom the personal data might be disclosed;
and whether personal data is transferred outside the Philippines.
5. Notification regarding any automated decision-making operation.
Note: Entities need to apply for renewal every year

Figure 5
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CASE STUDY: Cebuana Lhuillier, Philippines
In 2019, Cebuana Lhuillier, one of the country’s largest non-banking financial
institution, reported a data breach that exposed the information of 900,000
customers stored in an email server used for marketing purposes. Information
including date of birth, addresses and sources of income were affected. The
company reported that unauthorized downloads were detected in 2018.

WHO DOES WHAT WHEN IT COMES TO DATA PRIVACY IN THE
1. National Privacy Commission (NPC): Administers and implements the provisions of this
Act, and to monitor and ensure compliance of the country with international standards set
for data protection. The Commission is attached to the Department of Information and
Communications Technology (DICT).
2. Department of Information and Communications Technology (DICT): Primary policy,
planning, coordinating, implementing, and administrative entity of the Executive Branch of
the government plans, develops, and promotes the national ICT development agenda.
3. Department of Justice: Prosecutes and imposes penalties for the following violations:
 Unauthorized Processing of Personal Information and Sensitive Personal
Information. Accessing Personal Information and Sensitive Personal Information
Due to Negligence
 Improper Disposal of Personal Information and Sensitive Personal Information
 Processing of Personal Information and Sensitive Personal Information for
Unauthorized Purposes.
 Unauthorized Access or Intentional Breach
4. Secretariat: Members of the Secretariat must have served for at least five (5) years in any
agency of the government that is involved in the processing of personal information
including Social Security System (SSS), Government Service Insurance System (GSIS), Land
Transportation Office (LTO), Bureau of Internal Revenue (BIR), Philippine Health Insurance
Corporation (PhilHealth), Commission on Elections (COMELEC), Department of Foreign
Affairs (DFA), Department of Justice (DOJ), and Philippine Postal Corporation (Philpost).
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DPA SENSITIVE PERSONAL INFORMATION INCLUDES:

1. Demographic information (example: race, marital status, age, ethnic origin)

2. Philosophical or Political affiliations

3. Health, education, genetic or sexual life of a person

4. Legal information (example: offenses or alleged offenses)

5. Specific government-issued information (example: social securitynumbers)
Figure 6

DPA Compliance Guidelines:
The DPA mandates companies with at least 250 employees and access to personal and
identifiable data of at least 1000 individuals to register with the NPC. Failure to adhere to DPA
guidelines is punishable with up to six (6) years in prison or up to five million pesos (PHP 5
million/$100,0000) in fines depending on the severity of the violation. Additionally, failure to
disclose a security breach would be subject to to penalty for concealment, which includes for
1 1/2 to 5 years of imprisonment, and a fine of $10,000 - $20,000.

5 key elements of RA 10173, DPA:
1.
2.
3.
4.
5.

Appointing a dedicated Data Privacy Officer (DPO).
Conducting Data Privacy Impact Assessments (DPIA).
Developing data privacy knowledge management manuals.
Implementing a data privacy protection policy.
Simulating data breach protocols.
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WHAT DATA IS COLLECTED BY INSURERS IN THE PHILIPPINES:
1. Demographic data such as Name, age, sex, civil status, date and place of birth,
nationality and/or citizenship, address, and contact details.
2. Employment or business information, and source of funds/property, wealth, and
income.
3. Medical information.
4. Financial position and objectives, income, and investible assets.
5. Government-issued identification numbers such as Passport, Tax Identification Number
(TIN), Social Security System (SSS) or Government Service Insurance System GSIS)
Numbers].
6. Beneficiaries’ information.
7. Alien Certificate of Registration issued by the Bureau of Immigration (Foreigners).

How are Insurers collecting personal data?
1.
2.
3.
4.
5.
6.

Application and claim forms (either online or paper copy).
Telephone calls.
Emails.
Voluntary registration on websites.
Voluntary participation in research and surveys.
Marketing Campaigns.

How are Insurers are using personal data?
1.
2.
3.
4.
5.

Processing and underwriting.
Conducting data analytics, market research, and surveys to improve services.
Settling claims under your insurance or investment plan.
Identifying, investigating, and preventing financial crimes.
Data sharing with accredited third-party personal information processors such as
contractors, vendors, financial and legal consultants.
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RECOMMENDATIONS FOR THE PHILIPPINES INSURANCE SECTOR WITH
RESPECT TO DATA PRIVACY:
Compared to its neighbours the Philippines has taken proactive steps to develop a robust data
privacy regime. In order continue effective implementation while ensuring inclusive access,
stakeholders in the country should ensure the following:

For Regulators:
1. Proportional Policy Development: Insurance companies and other financial institutions
have been collecting client information due to its Know-your-customer (KYC) process. The
KYC is essential to ensure that they follow the laws and policies on anti-money laundering
(AML) and combatting the financing of terrorism (CFT). This ensures that the money
transferred did not result from any illegal activities. Financial institutions who also utilized
a second or third layer of verification methods can also filter identity thieves and other
scammers.
Due to small-value transactions of Microinsurance products, the data that are collected are
simpler than that of required by the Anti-money Laundering Council1. However, the AMLC
requires documents to be kept for five (5) years. This is recommended to be shortened due
to the following reasons:
i.
ii.

It adds to the risks that data will be compromised.
The value of inclusive insurance is minimal.

2. Advocacy: Whenever an insurance client provides data to third parties, it is prescribed that
they become aware of who should own their data, especially if there are several
entities/individuals that are involved in processing applications and claims. This further
becomes more complex with the involvement of intermediaries and online marketplaces.
Data ownership should explain or convey to the customers on ways that they understand.
They should be well-aware of how and with whom their data will be used and shared. A
key distinction must be clarified between the data owner (the client), the data processor,
and the data controller (insurtech or insurance companies).
When dealing with the low-income sector, it is especially important to use language that
they will understand and take the extra mile to capacitate agents and intermediaries about
data protection polices to enable them to explain the rights of the data owner fully.
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For Private Companies:
1. Incorporate Privacy by Design: Design insurance products and /or services using the
privacy principles and guidelines provided by the National Privacy Commission. This will
save time, effort, and funding in the long run as the processes and technology behind your
products and services will be developed with Privacy in mind. For example, explaining the
concept of consent (and Privacy more broadly) while collecting your customer’s data, why
you need it and how you will use it during the application process will address concerns
they may have (now or in the future), in turn building customer trust.
2. Invest in Data Protection Controls: Invest in implementing data privacy and cybersecurity
controls that are based on trusted frameworks such as NIST or ISO. This will reduce
technology overhead and make your ready for regulatory audits. For example, segmenting
the systems that deal with sensitive data (web applications, databases, etc.) from the rest
of the network will enable you to prioritize your investments on these ‘sensitive’ regions.
3. Invest in People: Hire certified privacy specialists, especially during the initial phases of
your Privacy Program implementation, so you have the personnel with the right skillset and
understanding of the regulatory requirements to help you through the journey.
4. Prioritize Training & Awareness: Your Privacy Training &amp; Awareness Program should
be treated as an ongoing process, instead of an annual compliance activity. It should be
customized for your business, its products and services, and your staff. This will make it
relevant to your employees and will improve their engagement.
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INDONESIA
The number of internet users in Indonesia as of
January 2020 stood at 175.4 million. At the same
time, mobile connections increased by 15 million
taking the total number of mobile connections in the
country to 338 million! However, without robust
Is the estimated cost to
cybersecurity regulations, millions of Indonesians are
Indonesian businesses due
at a high risk of having their private information
to direct financial and
breached. According to the Ministry of
Communication and Information Technology the
reputational loss due to
country saw 200 million cyber-attacks in 2018. The
cyber-attack
on-going pandemic has accelerated digital
- Microsoft 2017 Report
transformation in the country leading to a surge in
cyber-attacks. The National Cyber and Encryption
Agency (BSSN) stated over 88 million cyber-attacks had occurred in the first four months of
2020! This included phishing emails, malwares, web application attacks and trojan horses. Poor
cyber security regulations combined with high technology adoption are making the country
among the most vulnerable in terms of cyber and data attacks.

$34B

CASE STUDY: Wannacry
Ransomware Attack,
Indonesia
In 2017, security gaps in the Windows
operating system exposed thousands of
computers worldwide to WannaCrypt0r
2.0

ransomware.

Reports

suggest

between 300, 000 to 2 million across 150
nations were infected by the attack.
Twelve institutions including 2 major
hospitals

in

compromised.

Indonesia
The

were

ransomware

encrypted critical data files, demanding
bitcoin

payments

ranging

between

$300-$600 to regain access to victim’s
machines. This data included patient
medical records and billing information.
Indonesia’s

largest

cancer

hospital

Dharmais was one of the impacted
critical care providers impacted by
Wannacry.

Approximately

70%

Screenshot of WannaCry Ransomware
Message
(US and UK governments have said North Korea
was responsible for the WannaCry malware
attack)

of

computers at Dharmais Hospital were
reported to be compromised.
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Government IT systems in Indonesia have not been immune to data breaches. Multiple
instances in the last 5 years have resulted in the surfacing inherit vulnerabilities in the
Indonesian data security ecosystem.

CASE STUDY: General Election Commission Data Breach,
Indonesia
In May 2020, hackers breached the electoral data of 2.3 million voters
along with a threat to release personal information of about 200 million
Indonesians. Breached data included names, home addresses and
national identification numbers.

Technology driven companies especially E-commerce companies have been the targets of
massive attacks revealing personal data of tens of millions of users. Tokopedia, the country’s
largest e-commerce platform. Customers names, emails, and date of births were made public.
Hackers also claimed of being in possession of larger data sets and were inviting others to
carry out brute force attacks aimed at cracking passwords and user IDs. Bukalapak, another ecommerce website, lost personal data of 13 million customers. In a similar instance business
suppliers’ platform, Bhinneka, was faced with an attack compromising accounts of 1.2 million
users. What’s striking between these attacks is that all three took place in the first half is 2020.

TOP CYBER RISKS FOR INDONESIAN BUSINESSES –
(PALO ALTO NETWORKS & THE JAKARTA POST)

Figure 7
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Amidst the backdrop of a cyber-attack epidemic in the country it is imperative regulators in
Indonesia accelerate the institutionalisation and implementation of the recently signed
Personal Data Protection Bill. Modelled using principles of the General Data Protection
Regulation (GDPR) the new bill aims at enacting the first comprehensive law focused
predominantly on personal data protection.

Data Privacy in Indonesia:
Indonesia made forward strides in data protection in 2020. President Joko Widodo signed the
Personal Data Protection (PDP) bill in January 2020 with the goal of regulating personal data,
stakeholder rights, processing, transferring, data privacy officer appointments, dispute
resolutions, administrative, and criminal sanctions. While PDP is not the only bill on personal
data protection, it will be the first for clearly outlining a broad range of policies for regulating
personal data on both online and offline formats. PDP regulations use broad terminology such
as “association of business actors”.
One of the key elements of the PDP over previous regulations is the required appointment of
a Data Protection Officer (DPO) by data controllers and data processors. However, the law lacks
clarity on who can be appointed as a DPO. Reports suggest subsequent updates to the PDP
would provide further clarity on data protection officer appointment. There are also no
established timelines on the roll out of implementation guidelines.

DATA PROTECTION REGULATORY TIMELINE – INDONESIA
2006: Law No. 23 – Demography Law
2008: Law No. 11 - Electronic Information and Transaction
2012: Government Regulation No. 82 – Implementation of Electronic Systems and
Transactions
2013: Demography Law came into force
2016: Kominfo Regulaation No.20 - Personal Data Protection in Electronic System
Electronic Information Law came into force
2019: Government Regulation No. 71 - Additions to existing GR 82 came into force
2020: Personal Data Protection (PDP) Bill Signed
2022: Full implementation (tentative)
Figure 8
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PDP Data Classification:
1. General Personal Data includes:
i.
Name
ii.
Gender
iii.
Citizenship
iv.
Religion
v.
Or personal data that combines to allow identification
2. Specific Personal Data includes:
i.
Health data
ii.
Biometric Data
iii.
Criminal or Legal Records
iv.
Child Data
v.
Personal Financial Data
vi.
Genetic Data
vii.
Sexual orientation
viii.
Political orientation
The PDP also distinguished between controllers and processors (PWC Report):
1. Personal Data Controller: The bill defined PDCs as a corporation, individual, business,
public body, or an organisation that determines the purpose of and controls the
processing of personal data. A Personal Data Controller is required to ensure the
accuracy, completeness, consistency, and security of personal data collected in
accordance with statutory provisions. Prior to conducting personal data processing, the
Personal Data Controller must obtain explicit consent from the Personal Data Owner.
The consent can be in written form or recorded orally.
The following information should be stated in the consent:
i.
ii.
iii.

Personal data processing legality and purpose.
The types of personal data that will be managed and their retention period.
The rights of the Personal Data Owner (e.g. to update and/or revoke the consent
given

2. Personal Data Processor: The bill defined PDPs as an individual, corporation, public
body, business actor, or organisation/institution that processes personal data on behalf
of the Personal Data Controller. The Personal Data Processor has legal responsibility for
any data processing activities, if the appointed Personal Data Processor conducts the
data processing activities in accordance with the instructions from the Personal Data
Controller. Otherwise, the Personal Data Processor will bear legal responsibility.
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The bill details a service level agreement (SLA) regarding the processing activities that the
Personal Data Controller as well. This includes:
1. Notifying the Personal Data Owner in the event of any change to the information stated
in the consent within seven days after the change takes place.
2. Updating and/or correcting any errors and/or inaccuracies in personal data within 24
hours after the request is received.
3. Processing of personal data termination within 72 hours after the request is received.
4. Providing a written notification to the Personal Data Owner and Ministry of
Communication and Informatics (MOCIT) in the event of personal data protection
failure with 72 hours of a breach

3 KEY ELEMENTS OF PDP

Appointment of Data
Protection Officer
Figure 9

Application of EU’s GDPR
Principles

Heavy Criminal Sanctions
for violation
(7 years imprisonment and/or
fines up to $5 million USD)
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WHO DOES WHAT WHEN IT COMES TO DATA PRIVACY IN INDONESIA?
Financial Services Authority (OJK): The main function of OJK is to promote and organize a
system of regulations and supervisions that is integrated into the overall activities in the
financial services sector. The agency performs its regulatory and supervisory duties over
financial services activities in banking, capital markets, and non-bank financial industries
sectors
Ministry of Communication and Information Technology (MCIT): This agency is
responsible for policymaking around the telecommunications industry. Functions include the
formulation & implementation of national policies in the field of communication and
informatics, including the postal, telecommunications, broadcasting, information technology
and communications, and multimedia services.
Ministry of Communication and Informatics (MOCI): The ministry is responsible for
monitoring and regulating data protection. The agency plays the role of not only the regulator
but also facilitator for the implementation of programs.
Directorate General of Post and Telecommunication (DGPT): The DGPT, which falls under
the MCIT, is responsible for licensing and legal compliance, apparently also in relation to
surveillance, and supervision of operators.
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RECOMMENDATIONS FOR THE INDONESIAN INSURANCE SECTOR WITH
RESPECT TO DATA PRIVACY:

●

Immediate Implementation: A regulator may publish the guidance but may not begin
enforcing it immediately. Many organizations wait until enforcement to begin
implementing their privacy programs. However, implementing the guidance early on gives
you the opportunity to identify and resolve challenges that you will only encounter during
the process, in turn saving valuable time and resources. Therefore, take the time to
understand the guidance and requirements in the Personal Data Protection (PDP) bill and
begin acting on them as soon as possible.

●

Raise Awareness: Raise awareness about PDP and highlight the risks of a privacy breach
to your business, including the financial and legal implications of non-conformance. Once
key stakeholders in your organization are aware of the requirements begin incorporating
privacy practices and guidance into your standard operating procedures.

●

Incorporate Privacy by Design: Design micro insurance products and / or services using
the privacy principles and guidelines provided by the National Privacy Commission. This
will save time, effort, and funding in the long run as the processes and technology behind
your products and services will be developed with Privacy in mind. For example, explaining
the concept of consent (and Privacy more broadly) while collecting your customer’s data,
why you need it and how you will use it during the application process will address concerns
they may have (now or in the future), in turn building customer trust.
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VIETNAM
With 70% internet penetration and 68.17 million
internet users, Vietnam like many other ASEAN
nations leapfrogged into the smartphone era. Rapid
digital adoption backed by supportive regulatory
frameworks have contributed to making the country
the fourth largest fintech market worth an estimated
$9B billion dollars in 2020. With a goal of increasing
banking penetration to 70%, Vietnam’s government
is setting the stage to unleash a digital revolution in

+400,000
IP addresses were stated
to be contaminated with
malware from an
advanced persistent
threat (APT)
-Authority
of Information Security
2019

the financial services space in the country. This trend has motivated many general insurers to
partner with Insuretech firms enhance customer experience and lower operational costs. The
largest impact created through Insuretech is to minimize the process policy of applications,
issuance & securing timely compensation – barriers which limit the inclusion of underserved
communities.
To sustain this rapid digital growth safely, it is imperative the country accelerate efforts to
crystalize robust data privacy laws in the country. A 2019 report by CISCO revealed that 48%
of Vietnamese organizations suffer a downtime of 17 hours or more post a data breach, the
highest ratio in the Asia Pacific. A major contributor to this statistic was the lack of trained
cybersecurity personnel. Black swan events like COVID 19 have accelerated vulnerabilities
leading to an uptick in data breaches globally. Compared to 2019, the country has seen lower
number of attacks in 2020 due to heightened attention by regulators and enforcement
agencies. The Department of Information Security recorded a total of 1,056 attacks on local
information systems, down almost 50% compared to 2019. However, the 2019 Microsoft Global
Risk Perception report placed Vietnam as one of the three most vulnerable countries to
malware threats in Asia.

CASE STUDY: Vietnam Maritime Commercial Stock Bank (MSB), Hanoi
In November 2019, a data breach at MSB exposed the names, ID
numbers, phone numbers, birthdates, gender, emails, and occupations
of over 2 million customers. Reports suggest customer accounts were
compromised either due to a direct attack or by an employee. The
breached data was published on an online portal known as RaidForums,
a website dedicated to sharing hacked information. Hackers usually sell
personal and customer data. However, the bank’s breached data was
published for free.
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The Asia Pacific Security Capabilities Study by CISCO revealed that 46% of Vietnamese
organizations received over 5000 alerts per day. At the same time only 50% of data breach
alerts were investigated. This clearly highlights a gap in either capability or capacity within
organizations to meet these threats.
The recently established Decree Personal Data Protection is a step in the right direction,
regulators will need to act more proactively to meet on-going threats.

Data Privacy in Vietnam:
It was only in April 2019 that Vietnam’s Ministry
of Public Security (MPS) took the first steps in
developing data protection laws. This was initiated
by the publishing the first draft of the Decree on
of incidents cost more
Personal Data Protection. Currently there is no law
than $10 million in
in Vietnam focused solely on data privacy.
Regulations on data protection exist in various
Vietnam
- 2018 Asia Pacific Security Capabilities
legal instruments such as the E-transactions Law
Study, CISCO
(2005), the Cyber Information Security Law (2015)
the Information Technology Law (2015), the Consumer Rights Protection Law (2010) and similar
circulars. Among all legal documents, the Cybersecurity Law is the most important.
Promulgated in June 2018 and enacted in early 2019, the law seeks to regulate data processing
methods of technology companies.
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UNDER THE CURRENT LAW ON CYBERSECURITY THE FOLLOWING
INDUSTRIES ARE REGULATED.:
●
●
●
●
●
●
●
●

Telecom services
Services of data storage and sharing in cyberspace
Supply of national or international domains to service users in Vietnam
E- commerce
Online payment; intermediary payment
Service of transport connection via cyberspace
Social networking and social media; online electronic games
Services of providing, managing, or operating other information in cyberspace
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There is no national data protection authority. Thus, the Ministry of Information and
Communications (MIC) has been tasked with policy development and regulation in the field
of information technology. The MIC generally examines, inspects, settles complaints, and
handles violations of the law. While, the Draft Decree provides for the establishment of a State
Authority for data protection, no further details are known on its progress.

THE DECREE COVERS THE FOLLOWING 7 PRINCIPLES ON
PERSONAL DATA PROTECTION:
1.

Principle of Lawfulness: Personal data shall be collected legally

2.

Principle of Purpose: Personal data shall be collected for the purposes that have
been consented or registered

3.

Principle of Simplification: Personal data shall only be collected if it is necessary to
serve for a pre-determined purpose

4.

Principle of Restricted Use: Personal data shall only be used when consented by the
data subjects or competent authorities

5.

Principle of Data Quality: Personal data shall be updated, sufficient and necessary to
serve the purpose of processing such data

6.

Principle of Security: Security measures shall be applied to protect personal data

7.

Principle of Individuality: Data subjects shall be notified of all activities pertaining to
their personal data

The Draft Decree mandates that personal information:





Collected legally,
To serve a pre-determined purpose,
That has been consented for/registered, and
That any use of the personal information is in accordance with such consent.
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KEY ELEMENTS OF THE DRAFT DECREE WITH RESPECT TO
DATA PROCESSING :

1. Data Actors: The Draft Decree clearly outlines a distinction between data controllers
(referred to as Main Personal Data Processor) and data processors (referred to as
Authorized Personal Data Processor). Organizations and individuals processing
personal information must take appropriate technical and management measures to
protect such information
2. Personal Information: Vietnamese law does not define, or deal with sensitive personal
data. Certain protections, however, are given for state secrets that contain certain types
of personal data The Draft Decree defines sensitive personal data as such as including:






Biometric and genetic data,
Political/religious views, ethnicity/race, health status
Gender
Sex orientation
Crime data

3. Data Storage: Individuals and organizations must delete the personal data stored with
them once it has achieved its specified purpose or the storage time has expired which
could range from 3 months to 10 years, depending on the organization’s policies. They
must notify the data subjects of these actions Parties can also agree in advance on the
period of storage of personal information. There is an absolute prohibition on the
disclosure of data in certain cases, such as within 30 days of breach of contract.
4. Impact Assessments: Vietnamese law currently does not require organizations to
conduct privacy impact assessments or put in place mandatory accountability
measures, nor does it recognize the right to data portability.
5. Data Breach Disclosures: Data subjects have no right to data breach notification. In
case of any sabotage or network information security incident, only the service provider
or the specialized response division must be informed. In case of technical incidents,
organizations and individuals handling personal information only need to take remedial
action as soon as possible. Breaches of an information system or of law, also must be
notified to the Cybersecurity Task Force.
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Who does what when it comes to Data Privacy in Vietnam?
The Decree states responsibilities of agencies, organizations, enterprises and individuals in the
prevention and combat of cybercrime to the following entities:
1. Ministry of Public Security (MPS), Department for Cybersecurity and Prevention
of High-tech Crime:
MPS has prime responsibility for, and coordinates with related ministries and sectors
in, assisting the Government in organizing, monitoring, directing, and guiding the
prevention and combat of crimes and other law violations involving high technology.
The Department for Cybersecurity and Prevention of High-tech Crime (DHTCI) is
assigned the task of preventing and investigating cybercrime at the national level.
2.

Ministry of Information and Communications (MOIT):
The Ministry is responsible for state administration of newspapers; publishing; posts;
telecommunications and internet; broadcasting; radio frequency; information
technology, electronics; radio, television, and national media infrastructure. One of the
functions MOIT serves is to regulate and manage information security; assure
information security for information systems and on the Internet; assure information
security for the operations of information technology application; spam prevention;
organize the management, coordination of nationwide computer troubleshooting;
The Ministry of Information and Communication and Ministry of Public Security are
responsible for drafting the decrees and the drafts related to data protection.

RECOMMENDATIONS FOR THE VIETNAM INSURANCE SECTOR WITH
RESPECT TO DATA PRIVACY:

●

●

Review Other Privacy Guidelines: Since Vietnam does not have a formal data
privacy law at this time, it would be valuable to review and take influence from other
ASEAN countries. This will help determine the general direction other countries are
taking and requirements expected of organizations.
Invest in a Cybersecurity & Privacy Workforce: Hire trained and experienced
individuals to operate your cybersecurity and privacy programs. Start by
implementing three groups under your program:
■ Defense: Responsible for implementing technical protective controls across your
organization (e.g. identity and access management, network security, data
protection, etc.).
■ Response: Responsible for dealing with cybersecurity and privacy breaches that
take place within the organization (e.g. cyber incident response, communication
with law enforcement and regulators, forensics and investigations, etc.).
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●

■ Strategy & Planning: Responsible for monitoring, reporting, and improving on
the program’s performance as well as planning out short, medium and longterm initiatives (e.g. program management, risk management, compliance,
strategic planning, etc.).
Incorporate Privacy by Design: Design micro insurance products and / or services
using the privacy principles and guidelines provided by the National Privacy
Commission. This will save time, effort, and funding in the long run as the processes
and technology behind your products and services will be developed with Privacy in
mind. For example, explaining the concept of consent (and Privacy more broadly)
while collecting your customer’s data, why you need it and how you will use it during
the application process will address concerns they may have (now or in the future), in
turn building customer trust.
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Comparing key features of Data Privacy Policies in our VIP
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Comparing key features of Data Privacy Policies in our VIP

PHILIPPINES
PROTECTION PRINCIPLES
Lawfulness, Fairness
and Transparency: Data
m ust be processed
fairly and law fully, with
the consent of the data
subject .

INDONESIA

VIETNAM

OVERVIEW

Yes

Yes

Yes

Purpose Lim itation:
Personal data should
be collected for
specified and
legitim ate purposes
determ ined

Yes

Yes

Yes

Dat a M inimization:
Personal data m ay only
be used in accordance
with t he needs of the
data subjects.

Yes

Yes

Yes

Accuracy: The
accuracy,
com pleteness, and
consistency of the
personal m ust be
m aint ained when
required t o be used for
processing.

Yes

Yes

Yes

Storage Lim itat ion:
Personal data shall be
retained only for as
long as necessary for
the fulfillm ent of the
purposes for which the
data was obt ained

Yes, no m inim um or
maximum period.

Yes, minimum of 5 years with
possibility of extension with a
legitim ate purpose.

Yes, no m inim um or m aximum
period.
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PHILIPPINES
DATASUBJECT OWNER
RIGHTS

INDONESIA

VIETNAM

OVERVIEW

Notice and Choice: The
data subject is entit led
to be inform ed
whet her personal
inform ation pertaining
to him or her shall be,
are being or have been
processed.

Yes

Yes

Yes

Integrit y and
Confidentialit y
Protection: Reasonable
and appropriate
organizational,
physical and technical
m easures must be
im plemented to
protect personal dat a
against any accidental
or unlawful
destruct ion, alterat ion
and disclosure.

Yes

Yes

Yes

Access and Correct ion:
The dat a subject has
the right to access and
disput e inaccuracies or
errors in their personal
data.

Yes

Yes

Yes

Dat a Portability: Data
subject has the right t o
obt ain a copy of the
data t hat has been
previously collected by
the controller.

Yes

No

Yes

Breach Notification

Organizations are
required to notify
the NPC as well as
affected data
subjects within 72
hours of discovery
of the data breach.

Im plementat ion
Guidelines

NPC has provided
detailed guidance
in the form of a
Privacy Toolkit on
how to implement a
Privacy Program
that is aligned with
the expectations of
the DPA.

Organizations are required to
notify the impacted data
subjects within 14 days of
discovery of the data breach.
Organizations are not
obligated to notify MOCI
unless the breach is
considered "serious" (no
further guidance provided),
however, it would be good
practice to notify MOCI in case
of any breach of personal
data.

No guidelines have been
provided by MOCI.

Organizations are required
to notify both, local police
authorities (which operate
under the MoPS) and the
VNCERT/CC, within 24 hours
after the detection of an
incident that has resulted in
the loss of customer data.

No guidelines were
available.
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While data privacy laws enable policies to be
scaled nationally, understanding aspects such as
information flow, how attacks happen, and best
practices in the insurance sector are critical to
ensure policy makers & private actors stay ahead
of the game.

All data utilized by an organization follows some
form of the data management lifecycle. This
typically starts from data creation, where the data
is captured from customers, and ends with data
disposal, where the same data is deleted/purged
from the organization's systems after the
retention period has expired. Each stage entails
district

business

technologies

that

need,
enables

processes

and

the

and

tasks,

stakeholders that are accountable for those tasks.
The following table showcases the lifecycle at a
high-level and highlights the business needs,
people involved, and the supporting processes
and technologies.
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DATA
MANAGEMENT
STAGE

BUSINESS USE / NEED

STAKEHOLDER
INVOLVED
Customers

Stage 1: Data
Capture

Stage 2: Data
Transformation

Stage 3: Data
Analysis

Stage 4: Data Usage

Stage 5: Data
Publication /
Sharing

Customer Registration

Insurance Agent,
Customer Service

METHOD

Paper Applications
Online / Mobile
Applications
Email Applications

Filtering

Manual

Cleaning /
Optimization

ETL Solutions (Excel, SAP,
etc.)

Customer Analysis

Data / Business Analysts,
Data Stewards

ETL Solutions (Excel, SAP,
etc.)

Cost Modeling

Finance

CRM Solutions

Product Analysis

Product Teams

Business Intelligence
Solutions (Tableau, Power
BI, Excel, etc.)

Purchases & Claims

Customers

Phone, Website

Decision
Making/Underwriting

Management &
Executives

Business Intelligence
Solutions (Tableau, Power
BI, Excel, etc.)

Product Development

Product Teams

Product Marketing

Sales & Marketing

External Collaboration

Third Parties (Vendors,
Suppliers, Partners, etc.

Reporting

Management &
Executives

Reports (PDF, Word,
PowerPoint, etc.)

Sales & Marketing
Stage 6:Data
Storage

Stage 7:Data Purge

Claims

Customers

Future Analysis

Data Stewards, IT

Retention / Archiving

Legal / Compliance

Retention Period
Expiration

Data Stewards, IT

Databases, Data lakes,
Excel

Manual Processes
Automated Scripts
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DATA MANAGEMENT LIFECYCLE
INSURANCE CONTROLLER
(COMPANY

PRINCIPAL (CUSTOMER)

PROCESSOR (INSURANCE
COMPANYOR THIRD PARTY

THIRD PARTY (VENDOR, PARTNER
OR AFFILIATE)

Provides
inform ation during
registration.

1A

Collects custom er
inform ation.

TRANSFORM

CAPTURE

1B

2A

Collects custom er
inform ation.

Norm alize the data
to fit requirements.

2B

STORE

3

5A

Stores the data for
analysis and use.

ANALYZE

4

Identifies potential
products or services
for custom er.

USE

Determ ines suitable
product or service
for custom er.

PUBLISH

7A

PURGE

5B

Inform ation is sent
to customer.

7B

7C
6

Inform ation is
shared with
partners.

Data is deleted after retention period expires.

44

WHEN AND WHERE CAN A DATA BREACH TAKE PLACE?

Every step in this data management lifecycle is susceptible to various types of attacks that
have different risk implications to an organization. The following table highlights some of
these attack avenues and methods that are utilized by today's hackers:

DATAMANAGEMENT STAGE

ATTACK LOCATION

THREAT VECTOR (ATTACK METHOD)

THREAT VECTOR (ATTACK METHOD)
Data Capture

Online Application
Forms
Key Stroke Loggers

Data Transform ation

Malware

Spoofing

BI, ETL, CRM
solutions
Data Analysis

Malware

Data Exfiltration

Website
Data Usage
BI Solutions

Denial of Service

Data Exfiltration

Data Publication / Sharing
Reports (PDF, Word,
PowerPoint, etc.)
Data Storage

Data Exfiltration

Databases
Data Purge
Data Exfiltration

Figure 10
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WHAT SHOULD THE ORGANIZATIONAL STRUCTURE FOR DATA PRIVACY
As organization’s begin to firm up their privacy programs, it is important that they hire
dedicated privacy leaders, such as a Chief Privacy Officer (CPO). Having CPO in an executive
position will help an organization in the following ways:
1.

2.

The CPO can ensure that the direction the organization takes is always in line with
the applicable laws and regulations by influencing the way in which sensitive
information is handled.
The CPO will be ultimately accountable for the success or failure of the privacy
program, as opposed to having a role that is responsible for multiple functions
(e.g. Legal Counsel acting as the CPO).

The organizational structure and reporting lines will have to be determined based on a
specific organization’s needs, however, any organizational structure will require that
departments such as Products & Services (e.g. micro-insurance), Information Technology,
Information Security, Legal, Compliance, Finance, etc. work closely with each other to ensure
that the privacy requirements and guidelines are followed. Following are a few common
options seen today:
1.
2.
3.

CPO reports to the Chief Legal / Compliance Officer (CLO/CCO)
CPO reports to the Chief Information Officer (CIO)
CPO reports to the Chief Security Officer (CSO)
CTO: Chief Technology Officer
CCO: Chief Compliance Officer
CRO: Chief Risk Officer

CEO

CIO: Chief Information Officer
CISO: Chief Information Security Officer
CPO: Chief Privacy Officer

CIO

CCO/ CLO

CISO

CTO

CPO

CEO

OPTION 1
CIO
CEO

CPO

CISO
CIO

CTO

CISO

OPTION 2

OPTION 3

CPO
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Organizational Structure: DPOs and CISOs should not report
to the CTO or the CIO as due to conflicts of interest. Instead
they should report to the CCO, or CRO.

WHAT ARE THE ROLES OF DIFFERENT STAKEHOLDERS IN AN

Leadership (Executives, Board, etc.) should focus the
strategic direction of the privacy program.

Data Privacy Officers should focus on customizing the program
based on the direction as well as driving the program initiatives.
Privacy Champions from each business unit should support the
DPOs in executing the program.

Lawyers should learn the technology and processes that enable
privacy to be successful, not just focus on the policies and subject
matter.

Regulators intentionally keep the regulations and guidelines
broad so they can be applied to a variety of organizations. It is the
DPO's responsibility to prioritize the regulatory guidance and
customize internal policies, standards, processes, and guidelines
for the organization

All Employees should participate actively in Training and
Awareness. Employees with in specialized

functions should

undertake trainings customized for their for business, the products
and services, and the roles of employees. This improves trainings
relevancy and increases engagement.
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INTRODUCTION
The National Institute of Standards and Technology (NIST) is a part of the U.S. Department
of Commerce and its mission is to promote innovation and industrial competitiveness by
advancing measurement science, standards, and technology in ways that enhance economic
security and improve our quality of life.
After years of industry research, which included analyzing privacy breaches and interviewing
leaders across verticals such as Financial Services, Insurance, Retail, Oil & Gas, and Power &
Utilities, NIST published their Privacy Framework in January 2020.
NIST’s Privacy Framework is based on its Cybersecurity Framework (CSF) which was published
in 2014 and has since become an industry standard of good practice to protect and prepare
an organization from cybersecurity attacks.

Why use the NIST Privacy Framework for your
Privacy Program
While laws and regulations such as GDPR, CCPA, and PIPEDA, tell organizations what they
need to adhere to, they seldom describe what needs to be done and how to do it. The NIST
Privacy Framework understands these shortcomings and provides a risk-based approach to
achieve the required level of protection your organization needs.
The framework provides a way to effectively reduce risk and improve privacy practices with
the following priorities:

BUILD CUSTOMER TRUST: It helps organizations incorporate good practice
into their product and service design / deployment in a way that optimizes
the beneficial uses of data while minimizing adverse consequences for
individuals’ privacy and society as a whole.

FULFILL COMPLICATION OBLIGATIONS: It provides a means of futureproofing the organization’s products and services to achieve its compliance
obligations in a changing technological and policy environment.

COMMUNICATION AND TRANSPARENCY: It enables communication
between the organization and its internal (employees and executives) and
external (business partners, vendors, and regulators) stakeholders.
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Overview of the NIST Privacy Framework
This section provides an overview of the NIST Privacy Framework, however, the full
framework can be accessed for free by visiting the website (https://www.nist.gov/privacyframework/privacy-framework).
The NIST Privacy Framework is composed of three layers - Core, Profiles, and Implementation
Tiers. Each component reinforces privacy risk management through the connection between
business objectives, organizational roles and responsibilities, and privacy protection
activities.
1. The Core provides an overview of the framework and is aimed at facilitating a
dialogue between executive management and operational staff about the important
privacy protection activities and desired outcomes.
2. Profiles help the organization identify and prioritize its target state by considering
its corporate objectives, business values, risks, and privacy requirements.
3. Implementation Tiers describe how an organization can achieve its target state by
providing clear direction on the systems and processes that need to be implemented
to get there.
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THE CORE
The Core has five major functions that are to be used as blueprint to develop the
organization’s Privacy Program:

1. IDENTIFICATION: Develop an understanding of the organization’s information
management practices and procedures, and manage the risks that arise from them.
This includes:
1. Identifying the information requirements of the business i.e. what information
is required, why it is required, and how it is aligned with the business
objectives.
2. Developing Information management practices i.e. what type of information
is collected, how it is used, where it is stored, and how it is transmitted
between internal and external parties.
3. Developing risk management practices based on the risks associated with its
business and information requirements.
2. GOVERNANCE: Implement the organizational and governance structures to develop,
maintain, monitor, and report on the organization's privacy risk. This includes:
1. Developing policies, standards, processes, and guidelines that will form the
foundation of the organization’s Privacy Program.
2. Establishing formalized groups and roles, along with the associated
responsibilities, to implement the governance structure.
3. Implementing training programs to ensure that organization’s staff is aware
of the responsibilities in handling sensitive information.
4. Monitoring the implemented governance structure and reporting on how well
it is being adhered to.
3. CONTROL: Implement the processes and controls to enable the organization to fulfill
their business objectives while managing privacy risk. This includes:
1. Developing policies, standards, processes, and guidelines specifically around
the collection, use, storage, access, sharing, and disposal of data. This must
be aligned with the higher level policies described in the Governance function.
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2. Implementing the controls in alignment with the policies, standards,
processes, and guidelines mentioned above.
4. COMMUNICATE:

Develop

communication

strategies

with

respect

to

the

organization’s Privacy Program. This includes developing and implementing policies,
standards, processes, and guidelines around communication and notification.
5. PROTECT: Develop and implement the controls to protect the information that the
organization is in possession of. This includes:
1. Managing access to the information to ensure that it is only accessed and
modified by authorized individuals.
2. Securing the information’s confidentiality and integrity while it is being stored,
processed, and transmitted.
3. Securing the systems that store, process, and transmit the information.

THE CORE ALSO HAS THE FOLLOWING THREE SUPPORTING FUNCTIONS
THAT HAVE BEEN DERIVED FROM THE NIST CSF:
Implement the mechanisms to detect anomalies and events

DETECT

that may compromise the confidentiality or integrity of the
information that is hosted by the organization.

Implement the process and procedures to respond to

RESPOND

RECOVER

incidents (cyber / privacy attacks and breaches) in an
effective manner with minimal impact to the organization.

Develop the procedures to quickly recover from incidents
and prevent them from occurring again.
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PROFILES
Profiles are a selection of specific Functions, Categories, and Subcategories from the Core
that an organization can prioritize to build out its Privacy Program.

THERE ARE TWO ASPECTS TO DEVELOPING AN ORGANIZATION'S PRIVACY PROFILE:

CURRENT
PROFILE

This showcases the current state of the organization’s
Privacy Program.

This showcases the future state of the organization’s Privacy

TARGET
PROFILE

Program based on what it aims to achieve with its Privacy
Program. This can be done by considering the organization’s
specific business objectives, values, industry / sector, risk
tolerance,

information

handled,

legal

/

regulatory

requirements, etc.

Understanding an organization’s current and target profiles will help identify key gaps in its
Privacy Program, develop a strategy to resolve those gaps and enhance the program, and
determine the required resources (e.g., staffing, funding, technology, etc.) to achieve its
target profile. This enables an organization to address privacy risk in a cost-effective and
prioritized manner.
Additionally, profiles also help those responsible for privacy (e.g. Privacy Officer) to
communicate the current privacy risk to the organization’s leadership and how achieving the
target profile will help reduce that risk.
Note: It is recommended that the organization determines its current and future
Implementation Tier (more details in the next section) as it develops its Current and Future
Profile.
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IMPLEMENTATION
Implementation Tiers help an organization achieve its target profile by providing details on
what processes and resources are expected of the target profile. There are four
implementation tiers - Partial (Tier 1), Risk Informed (Tier 2), Repeatable (Tier 3), and Adaptive
(Tier 4). Tier 1 is the least while Tier 4 is the most mature type of Privacy Program.

THERE ARE FOUR KEY ASPECTS THAT GO INTO DETERMINING THE IMPLEMENTATION
TIERS:

PRIVACY RISK
MANAGEMENT

PROCESS

This focuses on how the organization manages privacy risk.
This includes validating whether there is an alignment
between privacy and business objectives, how privacy risk
assessments are performed, whether privacy risks are
identified and prioritized.

INTEGRATED
PRIVACY RISK
MANAGEMEN
T PROGRAM

DATA
PROCESSING
ECOSYSTEM
RELATIONSHIP
S:

This focuses on how well privacy is integrated with the rest of
the organization. This includes understanding if non-privacy
(business) stakeholders are aware of the organization’s
privacy obligations and requirements and if they incorporate
good practice (data handling, collection, etc.) into their dayto-day business processes.

This focuses on how well the organization manages data /
information that has privacy implications. This includes
determining if the organization understands the internal and
external impacts of the data that it is managing and takes the
appropriate steps to safeguard this data.

This focuses on whether the organization has personnel that
are committed to building out and enhancing its Privacy

WORKFORCE

Program. This includes determining if there is dedicated staff
(e.g. Privacy Offer) that understands their role and ensures
that the appropriate controls are in place to safeguard private
information.
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UNDERSTANDING GLOBAL STANDARDS,
REGULATIONS & FRAMEWORKS
As organizations embark on the journey of implementing their privacy program, following
are some Frameworks, Standards, and Regulations that can help guide through uncertainties
or challenges.
1. Frameworks are blueprints that can be used to develop your Privacy Program. They
provide detailed guidance on what and how to implement specific aspects of a
mature program.
2. Standards are also frameworks but have an additional certification aspect to them
i.e. you would need to first implement the requirements in the standard and then hire
an external auditor or assessor to validate that you program meets the requirements
of the standard.
3. Regulations are legal requirements mandated by specific regulatory bodies (e.g.
governments, industries, etc.). While they may not be applicable to your organization,
they can be leveraged to gain insights into what the expectations are and how they
are being met. In several instances’ regulations borrow from one another and
improve on existing requirements to save time and effort.
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COMPARING GLOBAL STANDARDS, FRAMEWORKS &
REGULATIONS
AREAOF
FOCUS

GOVERNING BODY

Framework

Cyber
Security

National Institute
of Standards and
Technology (NIST)

NIST Privacy
Framework

Framework

Data
Privacy

National Institute
of Standards and
Technology (NIST)

NIST Cyber Security
Framework (CSF)

Standard

Cyber
Security

International
Organization for
Standardization
(ISO)

ISO 27001 Inform ation
Security
Management (ISM)
Standard

Standard

Data
Privacy

International
Organization for
Standardization
(ISO)

ISO 27701 - Privacy
Inform ation
Management (PIM)
Standard

Data
Privacy

European
Parliment
(European Union)
& Information
Comm issioner's
Office (UK)

General Data
Protection
Regulation (GDPR)

Data
Privacy

Office of the
Attorney General
of the State of
California

California
Consumer Privacy
Act (CCPA)

Data
Privacy

Office of the
Privacy
Comm issioner of
Canada

Personal
Inform ation
Protection and
Electronic
Documents Act
(PIPEDA)

TYPE

Regulation

Regulation

Regulation

FRAMEWORK /
STANDARD NAME

BENEFITS TO
INSURERS

COST OF
IMPLEMENTATION

- Open-source
(free), business
focussed, and
provides
guidance on how
to implement.
- Developed
based on the
most recent
regulations such
as GDPR, CCPA,
etc.

- Free to
download and
review.
- Implementation
can be performed
internally with the
right skillset,
however, may
require external
assistance.

- Globally
recognized
standards.
- Developed
based on the
most recent
regulations such
as GDPR, CCPA,
etc.

- The framework
is priced at ~$195
(USD).
- Certification and
Implementation
cost varies
depending on
location.

Not Applicable
All three
regulations offer
insights into the
privacy practices
and expectations
of western
countries that
will have a strong
influence on the
same in Asia.

Not Applicable

Not Applicable
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